
Final version of the “Travel Rule” for
cryptoassets in Europe is approved

We have learned from several MEPs, who have publicly stated so, that today the new

regulation on the prevention of money laundering (AML) that will complement MiCA

(Markets in Crypto Assets) in Europe for transactions made with cryptoassets has finally

been approved.

Before going into an assessment of its content, let's take a closer look at the context, which

is very important:

The regulation and its origin

Regulation 2015/847 is a proposed amendment to the regulation laying down rules on the

reporting of payers and payees (payers and payees for cryptotransactions), accompanying

transfers of funds and cryptoassets, in order to help prevent, detect and investigate money

laundering and terrorist financing. Already in force for non-crypto entities, it is now intended

to be extended to crypto service providers (hereinafter, CASPs).

Until today, crypto-crypto operations were in a kind of legal limbo in terms of money

laundering prevention (AML, hereinafter), although CASPs are obliged in almost all European

countries to submit to certain registers (as in Spain, which must register with the Bank of

Spain under Law 10/2010 on the prevention of money laundering and terrorist financing),

and therefore, they must first comply with AML. That is, without full AML compliance, it is

impossible to register and therefore, providing services as a CASP exposes you to a good

penalty. But the obligation to report, identify, etc., this type of operations was not specifically

regulated. Until now.

We recommend reading this post for more information about the context.

If we go into assessing the nuances, the "Transfer of Funds" (TFR) regulation is already

being applied in territories such as the USA, and obliges CASPs to provide the authorities

with certain information about their users, by virtue of the cryptoasset transfers they make.

For example, this from Coinbase.
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What is the travel rule?

Within the obligations arising from compliance with the money laundering regulations set

out in the preceding paragraphs, in 2019 the FATF proposed some time ago the so-called

Travel Rule, i.e. the extension of the rule to "non-custodian wallets", or personal/private

wallets, which are wallets that are neither issued nor controlled or hosted by a third party

(exchanges..etc). This would force CASPs to make a superhuman effort to identify people

who own such wallets, who are NOT their users or customers. For example, if a user sends

money from a ledger to the address of a user of mine, and I am a custodian exchange, I will

have to identify him and, depending on the country, report the information.

What does the final version of the TFR standard says?

We have had access to what is possibly the final content of the TFR thanks to the fact that

one of the MEPs who has worked on it, who is also Spanish, has leaked some data. When

legislation becomes a political weapon, and not the will to bring value to a jurisdiction, the

results tend to please almost no one.

● HOSTED WALLETS.

The rule calls Hosted Wallets the custodian Wallets of third parties (i.e., any centralized

exchange). There is no debate here: users will be identified and also apply the Travel Rule,

which is described in detail in the next section.

● UNHOSTED WALLETS.

Private wallets, or hardware wallets. These, have been excluded from the AML regulations

only when the transfer of cryptoassets occurs from one private wallet to another.

If the transfer is intended to be made from or to a centralized exchange from a private

wallet, then the full Travel Rule applies. Thus, an exchange that has an order to send or

receive funds to a private wallet, above €1,000, must verify the identity of the actual holder.

Not of the user who can claim to be the owner, but of the actual holder. In addition, here

they will have to apply enhanced diligence measures.
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In addition, a list of those CASPs that fail to comply with the above will be created in order

to create a kind of closed circuit of permitted providers in Europe.

This has already been questioned by some of us, as it is possible that this regulation violates

one of the EU's main principles: the principle of proportionality. In fact, the CJEU -Supreme

Court of the EU- has just decided a case on passenger name records that illustrates this

issue very well.

In the decision the CJEU reaffirmed that EU law and national law must be compatible with

Articles 7 and 8 of the EU Charter of Fundamental Rights. Laws aimed at preventing or

combating crime are by no means exempt from this requirement. And this is not about

GDPR, which is an ordinary EU law and can be replaced by other ordinary EU laws but about

a protection of rights on a constitutional level. Laws that do not comply with it are invalid or,

more often, are "reinterpreted" to comply with it.

The Court noted that the EU law's regime of passenger name records (in which you

involuntarily participate every time you fly in the EU) is a "continuous, non-selective and

systematic surveillance regime."

And what similarities did that regulation have to the Transfer of Funds Travel Rule? First of

all, like the AML rules, the challenged rules imposed data retention for 5 years for all

passenger data, even without any evidence of risk - the Court challenged this. The Court

decided that the retention of all passengers' data is disproportionate, so the EU legislation

must be interpreted as if it had never imposed such an obligation.

Another of the CJEU's reproaches concerns access to data by the government. The EU

Charter imposes restrictions on the use of data, even if it has been lawfully collected. One

such restriction is that the authority deciding on the further use of the data must, for

example, not be involved in the criminal investigation and have a "neutral stance vis-à-vis

the parties to the criminal proceedings." The Court held that "PIUs" (which are the PNR

equivalent of Financial Intelligence Units in the fight against money laundering) do not meet

this requirement. If applied to anti-money laundering, major structural changes are likely to

have to be made: the right to privacy has been an EU standard, which cannot now be

twisted.
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Finally, we would like to point out that this regulation will come into force 18

months after MiCA comes into force, and that ATH21 is at your disposal to carry

out the mandatory adaptation for all CASPs, once it is published.
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